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1. INTRODUCTION
The work at hand is a conceptual study attempting to pro-

vide a supplementary security feature in Bluetooth Low En-
ergy (BLE). BLE is a fairly new technology with the goal to
connect energy restricted devices or devices with asymmetric
capabilities, e.g. a smartphone and a sensor node with one
another [2]. Although BLE is based on the classic Bluetooth
(BT) standard, both are not directly compatible. The main
difference is the reduced energy consumption of BLE which
comes at the cost of a lower data transmission rate and a
lower security level during pairing. BT uses Secure Simple
Pairing (SSP) to securely couple two devices. SSP provides
protection against passive eavesdropping by employing El-
liptic Curve Diffie-Hellman (ECDH) for key exchange. As
ECDH is not included in the latest BLE specification, it is
vulnerable to passive attacks. Even though later versions of
the BLE specification will implement ECDH, it may not be
operable on extremely restricted devices, like bio-sensors or
other types of reduced functioning devices [1, 3].

Merkle’s Puzzle (MP) is one of the first protocols which
allows two or more parties to securely agree upon a shared
key solely using an insecure channel [4]. The most important
feature for this work is the adjustability of the workload
with respect to the capabilities of the weaker device. Thus,
if the devices have significantly asymmetric capabilities, the
workload may be shifted nearly completely to the stronger
device. This holds the precondition of operating with a full
functional device (FFD) and one or more reduced functional
devices (RFD) such as for W-BANs [1].

In this work we propose an alternative light-weight key
agreement protocol for BLE based on MP. Although the se-
curity of MP in practice is only temporary, it is very promis-
ing for extremely limited devices which otherwise would be
completely unsecure or for which a periodical key refresh-
ment is applicable. Since the devices are reduced in their
function, it is important to keep the additional expenses at
a minimum. Therefore we propose a security model using
MP directly placed into the BLE protocol. We show some
practical approaches in the specification to which MP can
comfortably be added.

2. MERKLE’S PUZZLE
We consider MP for BLE in application scenarios where

an FFD wants to securely exchange a key with one (or mul-
tiple) RFD as described in [1]. The RFD is not able to run
complex protocols such as ECDH due to its low capabilities.

Figure 1: Advertising channel PDU and Header [3].

However, MP allows to shift nearly the whole workload to
the FFD at the benefit of the RFD. Therefore the FFD cre-
ates n puzzles of the form Pi = Eki(PIDi ,Ki), where PID is
a random and unique puzzle identifier and K a strong key.
Each puzzle is encrypted with a function E and a weak key k,
which may be as weak as desired. Every k is chosen such that
the RFD breaks the encryption within an adequate period
of time. The FFD broadcasts all n puzzles. By randomly
choosing a time interval during the broadcast the RFD re-
ceives only one out of n puzzles. The RFD then decrypts
the received puzzle to obtain the specific PID and the strong
key K.1 Finally, the RFD sends back the PID to the FFD
after the broadcast of all puzzles is done. As the FFD can
associate the PID to the right puzzle, the FFD and RFD
now share the same strong key K. An eavesdropper, Eve,
may know all puzzles and the PID sent by the RFD. Since
PIDs are chosen randomly and broadcasted in encrypted
puzzles, Eve must randomly pick puzzles and break k, until
she finds the right one. She must break approximately n

2
puzzles, therefore requiring a quadratic complexity relative
to the linear costs of the FFD and RFD.

With the security parameters n and the size of k, in the-
ory any desired proportion of security and performance is
adjustable. However, practically the proportion is limited
by the capabilities of the FFD and RFD and time restric-
tions with respect to the key establishment.

3. ENHANCING THE BLE SPECIFICATION
Our idea is to build up on the BLE standard and to il-

lustrate any modification necessary for a new version of the
specification that natively supports our MP approach. Next,
we briefly present our proposal:

1Decryption via the brute-force attack is possible as the puz-
zle is encrypted with a weak encryption key k.



Currently pairing is used for the exchange of an encryp-
tion key. Prior to the pairing a Link Layer (LL) connection
has to be created as the key information is sent on a different
channel than e.g. device discovery information. MP could
be considered as a new additional association model, like
Passkey Entry [3]. Instead of typing a randomly generated
number into the other device, the key is generated on the
FFD and distributed according to MP. The Security Man-
ager (SM) of BLE must therefore be enhanced with the MP
logic. To work closely to the BLE specification we must use
the provided security functions. At the moment BLE only
provides AES-128 for encryption, which as we will show, re-
sults in too many padding bit. Therefore we propose RC5
as an additional security function with a blocksize of 32 bit.
Furthermore, the BLE controller has to offer the remaining
infrastructure to run MP. As described next, we are aiming
at a connectionless solution, since we may need to send the
puzzles to many devices concurrently.

In our theory an FFD broadcasts puzzles to one or many
RFDs. For an efficient distribution, we propose a connec-
tionless approach, as opposed to the current creation of an
LL connection. Only for transmitting the PID back to the
FFD, a unicast message is needed. Hence we suggest to
make use of the newly introduced feature of advertisements
in BLE [3]. With advertisements a device may either dis-
cover, connect or broadcast user data to other devices [3].
Figure 1 depicts the basic setup of such an advertising mes-
sage or Protocol Data Unit (PDU). The header is composed
of the PDU Type field, TxAdd and RxAdd fields for specific
information about the PDU type and some fields reserved
for future use (RFU). The payload of the PDU is of variable
size. A PDU is part of an LL packet with a max. size of
376 bit, depending on the size of the PDU payload. There
are different PDU types for different events. For a non-
connectable undirected advertising event, for instance, the
payload consists of 0–31 byte for the data and 6 byte for
the advertiser’s address. The use of this type of PDU as
a carrier for one puzzle, Pi = Eki(PIDi ,Ki), would allow
us to broadcast puzzles of the size up to 248 bit inside the
payload of the PDU. In our application scenario of MP with
BLE, the FFD is equivalent to a BLE advertiser and the
RFD analogue to the advertisement scanner.

The use of advertisements appears to be a promising way
to distribute the puzzles without a connection. Since the
advertisements are currently not intended to exchange a key,
we have to modify this part of the specification according to
the additional requirements for MP.

4. PERFORMANCE ANALYSIS
We analyse the effort invested by each party in a way

similar to [1]. We assume that the FFD is limited by the
BLE data rate of 1 Mbit/s. The RFD is equipped with a 4
MHz microcontroller. Eve is assumed to be about 500 times
stronger than the RFD. Furthermore, we assume that for a
sufficient level of security Eve should need at least seven
days to gain access to the shared strong key K. The length
of a weak key k is set to 17 bit. If it takes the RFD 0.26
ms to break one possible key and therefore an average of
17.04 s to break a puzzle, Eve would only have to invest
0.26 ms

500
= 0.00052 ms for one key k and 0.00052 ms · 2

17

2
=

34.08 ms to break one puzzle. To distract Eve for approx-
imately one week, n = 604800000 ms

34.08 ms
· 2 ≈ 35494291 puzzles

need to be broadcasted. To identify all puzzles we require
log2 35494291 ≈ 26 bit. As depicted in [1] we need about
12 bit for padding. Since each PDU payload is 248 bit, this
leaves space for 210 bit for each K. However we need to
choose K in regard to the length of k and n. For k and n
set to the values above, the break-even point for K is 42 bit.
For K = 41 bit, Eve would simply have to invest 6.6 days
to break K, instead of 7 days for n

2
puzzles. According to

this a K stronger than 42 bit does not provide any more se-
curity. Regarding the blocksize of RC5 we may put 2 puzzle
of 96 bit each in every PDU, thus resulting in an LL packet
size of 320 bit. If each advertisement is only sent once, the
FFD needs tFFD = 17747146·320 bit

1000000 bit
s

≈ 1.6 h to send all pack-

ets. Since the puzzles in each PDU are not connected with
one another and the RFD waits until all packets are sent to
announce its choice, this does not mean any less security.

5. CONCLUSION
BLE is a new energy saving technology, which is espe-

cially attractive for extremely restricted devices. Although
future versions will implement ECDH and therefore passive
eavesdrop protection this may not be applicable for various
devices with asymmetric capabilities. When using MP, pro-
tection against passive attackers can be integrated even for
highly limited devices, which otherwise would not be able
to exchange a secret key. The FFD has to bear the com-
putational burden for both, but for the RFD hardly any
additional expenses arise. In section 4 we gave a first per-
formance overview of MP linked with BLE. Although MP
coupled with BLE is a relatively slow protocol, we demon-
strated it still has relevant use cases. We are aiming to
establish a concept of a BLE specification that includes MP
as an optional security feature. We also want to provide use
cases, in which this procedure holds many advantages, such
as medical, biological, or sport applications.
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