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1. INTRODUCTION
Automatic meters are a cornerstone of the Smart Grid ini-

tiative to incorporate latest computing and communication
technology to make the electrical system more interactive,
efficient, and robust. The Federal Energy Regulatory Com-
mission (FERC) defines automatic meters as “Meters that
measure and record usage data at hourly intervals or more
frequently, and provide usage data to both consumers and
energy companies at least once daily. Data are used for
billing and other purposes. Advanced meters include ba-
sic hourly interval meters, meters with one-way communica-
tion, and realtime meters with built-in two-way communi-
cation capable of recording and transmitting instantaneous
data” [4].

The federal goverment and utility companies have been
engaged in continued efforts to roll out Automatic Meter
Reading (AMR) systems and the Advanced Metering Infras-
tructure (AMI). As reported in [4], AMI has been installed
in 8.7% of all residences. It is also reported that the federal
government has already earmarked over $5b for installation
of advanced meters, development of demand response pro-
grams and “self-healing” properties, etc.

Automatic meters provide the utility companies with nu-
merous advantages such as security – meters can detect and
report analog or digital tampering, safety – data procure-
ment no longer requires physical proximity to the meter,
accuracy – digitized readings ensure there are no human er-
rors, convenience – data is automatically reported to the
consumer and provider. However, privacy advocates were
quick to voice the consumer privacy risks associated with
automatic meters [3].

AMR systems typically consist of two components – au-
tomatic meters and meter readers. Automatic meters (or
AMR meters) digitize the utility consumption data and in-
termittently transmit wireless status packets containing de-
vice ID and consumption information. They are also ca-
pable of two-way communication with the service provider,
enabling advanced features such as service outage localiza-
tion, remote programming, real-time update, etc [7]. The
next component is meter readers capable of capturing and
interpreting AMR packets. Depending on portability, read-
ers can be classified into two groups: (1) handheld devices
for field investigation, (2) highly sensitive readers for drive-
by reading. Once the data is captured by readers, it can
be screened for sanity (e.g., non-negative consumption) and
suspicious activity (e.g., unnatural rise or fall compared to
past history) during post-processing.

Recent work [6] has shown that monitoring the electricity

usage can reveal information about users’ activities. How-
ever, no study has analyzed the practical implications of
automatic meters being deployed today. Our work aims to
fill in this gap. In particular, we take a systems approach
to analyze the privacy and security aspects of AMR meters
with regard to residential consumers as well as to utility
providers, with the goal of providing guildlines towards fu-
ture Smart Grid system. We were mainly interested in the
feasibility of eavesdropping and spoofing AMR meters, and
summarized our effort in those two directions in the follow-
ing sections.

2. REVERSE-ENGINEERING AMR
PROTOCOLS

Although some of AMR technology’s patents [5] have ex-
pired in recent years, the literature does not contain suffi-
cient information about the commercially deployed systems,
which forced us to reverse-engineer AMR communication.
To discover the implementation details, e.g., channel fre-
quency, modulation and encoding schemes, and baud rate,
we used the following hardware: (1) commercially installed
electric and gas meters; (2) a generic handheld AMR trigger
tool – Austin Sentry 900 [2] – used by technicians for field
interrogation; and (3) a GNU Radio in conjunction with the
Universal Software Radio Peripheral (USRP) [1]. An assem-
bly of the devices is shown in Fig.1.

According to [5], meters transmit packets “at pseudoran-
dom frequencies as a Manchester encoded bit stream.” We
began our work by scanning the frequency spectrum around
utility meters for wireless activity. We were able to deter-
mine the likely transmission channels from intermittent en-
ergy signatures around the 900MHz frequency band. Next,
we collected bursts of data from the meters and performed
signal analysis in Matlab to understand the modulation and
encoding schemes. Although the channel varied with each
new transmission, as explained in [5], every packet used am-
plitude shift keying (ASK) modulation. We found that the
meters were using a modified version of Manchester encod-
ing and with variable symbol width used for HI and LO bits.

Two methods are commonly used during the two-way com-
munication between automatic meters and meter readers:
bubble-up – transmit meter readings periodically irrespec-
tive of any probe from the reader, and wake-up – transmit
a status update only after a request has been received from
a probing device. The automatic meters we tested were set
in bubble-up mode. By design, each meter was transmitting
updates every 30 seconds.

To understand the size and meaning of each bit-field, we



Figure 1: Equipments used to reverse-engineer AMR me-

ters.

collected data from meters in a neighborhood over some
days. Using this approach, we were able to capture signals
for several sequential meter IDs as well as sequential data
for each of these meters. This allowed us to map each field
by overlaying the packets and locating the least significant
bit.

The results of reverse engineering reveal that each packet
contains a 24- or 25-bit meter ID that does not change
throughout the meter’s lifetime. Packets also contain meter
type, manufacturer code, tamper status, and a scaled version
of the meter reading. Alarmingly, we also found that the
packets are transmitted in cleartext.

3. EAVESDROPPING UTILITY METER
COMMUNICATION

Utility meters were traditionally mounted along the exte-
rior of the structure, requiring inspectors to physically ap-
proach the meter for data acquisition. The ensuing lack of
privacy was a necessary compromise to enable meter reading
without entering the household. Automatic meters will have
aggravated the issue if unauthorized eavesdropping from dis-
tance is feasible.

To continually monitor a meter and record relevant data,
we created a live decoder/eavesdropper leveraging UNIX
pipes. We used the GNU Radio standard Python script
usrp_rx_cfile.py to sample channels at a rate of 4MHz,
where the recorded data was then piped to a packet detec-
tor. Once the packet detector identifies high energy in the
channel, it extracts the complete packet and passes the cor-
responding data to the decoder to extract the meter ID and
meter reading. Next, we were interested in quantifying vari-
ous characteristics of the system such as maximum physical
range, packet delivery ratio, channel hopping sequence, etc.

During our study of reception range, we were able to mon-
itor meters within 150m of the detector in any direction us-
ing a generic 5dBi antenna. We note that the range can be
considerably boosted by using better antennas.

To ensure high packet delivery ratio, we needed to predict
the channel hopping sequence or identify most frequently
used channels. We tuned to various channels between 890MHz
to 928MHz and observed the number of successfully decoded
packets per hour per channel. As can be seen from the
representative plot in Fig.2, some channels are more com-
monly used than others. Leveraging this knowledge, we built
a single-channel eavesdropper which monitored a neighbor-
hood for over a week. On average, we were able to get at
least one reading every 10 minutes for all the households
within range.

4. PACKET SPOOFING ATTACK

Figure 2: Frequently used channels determined by plotting

decoded packets per hour.

Figure 3: Display from a spoofed handheld showing fake

data.

We next focused on determining if an attacker can send
spoofed packets to the utility provider’s database. Our packet
spoofer takes custom input parameters and generates a prop-
erly formulated status packet. We used a FLEX900 [1]
daughterboard to launch the spoofing attack.

Three monitoring devices of gradually improved complex-
ity exist for validating spoofing attacks: a generic handheld
monitor, a more advanced monitor commonly used by field
investigators, and a sophisticated mobile collector used by
utility companies to procure residential and commercial data
from a vehicle driven in a fixed route periodically. We have
tested our spoofing attacks on all three devices. Unfortu-
nately, we are not allowed to report our validation results
conducted at utility provider’s network, i.e., tests performed
on the advanced handheld monitor and sophisticated mo-
bile collector. We can only reveal our findings using the
least expensive commercially available handheld monitor,
the Austin Sentry 900 [2]. As shown in Fig.3, we were able
to spoof the device and display fake data. In presence of
multiple signals for the same packet, we observed that only
the strongest signal gets registered, leaving the door open to
jamming attacks.
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