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ABSTRACT
DECT is a widely deployed standard mostly used for short
range wireless phones. So far, no method has been published
which is able to recover the audio signal in a call that is
encrypted and lasts only for a few minutes.

In our paper Interactive decryption of DECT phone calls,
which is accepted at WISEC 2011, we present a method, that
allows to recover the audio signal sent from the phone to its
base station in an encrypted call. To do so, we use a replay-
attack against the phone to recover the key streams which
were used to encrypt the call. The method is applicable to
short calls too, where not enough keystreams are available
to recover the ciphers key using a key recovery attack[2] on
DSC. The method is fast and practical and can be executed
at very low costs.

At the demo session, we will show how an encrypted call
between a DECT base station and a phone can be recorded.
After the recording is complete, we can start decrypting the
call and recovering the audio signal in the call. All we need
is a DECT phone, a DECT base station and a PC equipped
with a DECT PCI card. Depending on how much time
is available, we can also demonstrate other features in the
DECT protocol or other tools, which can be used to interact
with a DECT network.

Categories and Subject Descriptors
C.2.1 [Network Architecture and Design]: Wireless com-
munication; D.4.6 [Security and Protection]: Metrics,
Cryptographic controls; E.3 [DATA ENCRYPTION]: Code
breaking
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1. INTRODUCTION
With more than 800 million devices sold worldwide1, Digi-
tal Enhanced Cordless Telecommunications (DECT) is one
of the most common standards for short range cordless tele-
phones. DECT networks usually consists of a single or multi-
ple base stations named DECT Fixed Part (FP) in the stan-
dard and phones named DECT Portable Part (PP) linked
with these base stations. For most residential use cases,
only a single base station is operated with a small number
of phones.

To protect sensitive data transmitted over DECT, the stan-
dard provides authentication (DECT Standard Authentica-
tion Algorithm, DSAA) as well as confidentiality (DECT
Standard Cipher, DSC). Both algorithms were specially de-
signed for DECT and are only available to DECT device
manufactures who sign a non-disclosure agreement. DSAA
is responsible for the initial pairing of a new phone with its
base station. It is also used for authentication of phones and
base stations and for key derivation to generate a session key
(Cipher Key (CK)) for DSC from the User Authentication
Key (UAK). The Cipher Key CK is set by the base station by
sending a AUTHENTICATION-REQUEST message to the phone,
which contains two random numbers RAND F and RS. The
resulting key only depends on these two numbers and the
long term key UAK.

1.1 Our contribution
In our paper Interactive decryption of DECT phone calls,
which is accepted at WISEC 2011, we propose a practical
and efficient method to recover the audio data sent from a
phone to the base station during an encrypted DECT call.
Our method requires nearly no computational power and
can recover the data from an x seconds phone call in about
2.8 ∗ x seconds2.

Because some phones have bad echo cancellation, this may
also include the audio sent from the base station to the
phone, which is played by the phone speaker and recorded
by the phone microphone again.

1http://www.etsi.org/WebSite/NewsandEvents/
201004 CATIQ.aspx
2This value is based on experiments, and depends on the
implementation of the attack and the phone being attacked.



2. EXECUTION OF THE ATTACK
The attack is executed in two phases: In the first phase
outlined in Section 2.1, the call is passively recorded. If the
call would be unencrypted, the attack would be completed
after this step. For encrypted calls, a second phase outlined
in Section 2.2 is executed, which decrypts the call.

2.1 Recording the encrypted call
In the first phase, a call is recorded in its encrypted form. To
do so, the attacker needs to be in communication range of
the victim’s phone and base station. The attacker records all
packets send between the base station and the phones. We
decided to use the tools written by the authors of [1] for this
purpose. For simplification, we assume that only one phone
is present, however the attack could also be carried out if
multiple phones are present at the victim’s base station.

After the call has been completed, the attacker is ready to
execute the second phase of the attack. Because the second
phase of the attack will disrupt communication between the
phone and it’s base station, the attacker may decide to delay
the second phase to a later time, if he expects more calls to
be made in the next time he is interested in.

2.2 Decryption of the call
For the second phase of the attack, the attacker first sets up
his own base station impersonating the original base station
of the victim. He also needs to jam or disable the original
base station so that the phone being attacked switches to
his base station.

2.2.1 Recovering the key streams
In the next step, we need to set the correct cipher key on
the phone which was used in the call we would like to de-
crypt. If no further call has been made and the phone was
not switched off in the meantime, we could skip this step.
Executing the step will only cost less than a second of ad-
ditional attack time. Of course we do not know the key,
elsewise, we could easily decrypt the call from our capture
ourselves. However, the key was derived from the UAK and
two random numbers RAND F and RS using the A11 and
A12 algorithms from DSAA at the begin of the recorded
call. We simply send the AUTHENTICATION-REQUEST message
which was exchanged at the beginning of the recorded call
again.

We now repeat the following procedure: Let n be the mul-
tiframe number of the first packet in our capture that we
have not decrypted so far. We wait just before our base
station broadcasts the next update of our multiframe num-
ber using a Q-channel message and set the multiframe num-
ber of our base station to n − (x/16). Here, x is the time
it takes from sending a CIPHER-REQUEST message to the
phone until ciphering is enabled in the MAC layer and the
first encrypted packet from the phone is sent in 10−2 sec-
onds. Then we broadcast our multiframe number update
and send a CIPHER-REQUEST message to the phone. The
phone will receive our multiframe number update and up-
date its multiframe number accordingly. After having re-
ceived our CIPHER-REQUEST message, the phone will respond
with an encryption control MAC layer message stating that
it is ready to enable encryption. We now confirm that using

a MAC layer message and the phone will signal that it will
enable encryption now. The next packet sent by the phone
will be encrypted using the same key as the original call and
the same initialization vectors will be used. From now on,
we do not send any payload to the phone and wait until the
LCE timer (5 seconds) has expired and the link is released.
Because we have not established a phone call on the link or
did run any other application on it, the B-fields of all frames
sent by the phone just contained 0xff as plaintext. XOR-
ing all B-fields of the received frames with 0xff reveals the
key streams used to encrypt the frames in the original call.
XORing these key streams with the B-fields in the original
call decrypts these B-fields, revealing the audio data sent
from the phone to the base station in the original call. We
now repeat that procedure until all original call frames have
been decrypted.

3. DEMONSTRATION
We can demonstrate both steps of the attack. We can show
the audience a setup with a DECT phone and a DECT base
station. Calls made on the phone can be recorded by a PC
in communication range of the phone. If we disable encryp-
tion, we can immediately listen to the voice in the phone
calls, which have been recorded. For encrypted calls, we can
show parts of the call setup and the messages exchanged,
which are still unencrypted before ciphering is enabled in
the call setup. If there is plenty of time available, we can
also demonstrate other tools, which can be used to interact
with a DECT network. Most of these tools are available at
http://www.dedected.org/.

For encrypted phone calls, we can demonstrate how the
keystream used in the calls can be recovered from the phone
using the replay attack. However, we should assume that
this process takes 3 times longer than the duration of the
call. We can also demonstrate this using a call, which has
been recorded days ago. For this part, we just need a PC
with a DECT PCI card and the phone the call was placed
with.

Most interaction is done with a single PC, and we can for-
ward the VGA output of the PC to a projector, so that all
participants can see the output and the progress of all tools
demonstrated here.

Too much DECT equipment at the conference area might
cause some trouble with the demo. It would be convenient,
if we could install our setup one day in advance to the demo
session at the conference site.
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