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Wireless Systems

A Wireless local area networks (WLANS)
Link to the Internet
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Wireless SystemS( cont 6d)

A WLANS, Personal Area (PANSs), Ad hoc Networks
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Wireless SystemS( cont 6d)
A Radio Frequency Identlflcatlon (RFID)
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A Wi-Fi and Bluetooth enabled devices




Wireless SystemS( cont 6d)

A Sensor networks

Node photos: XBow



Wireless SystemS( cont 6d)

A Tactical ad hoc networks
I Military I Searchrand-rescue




Wireless SystemS( cont 6d)
AVe 'ucular ad hoc networks (VANETS)

lllustration: C2C-CC



Wireless SystemS( cont 6d)

A Ad hoc networks
I Limited wireless communication range
I Collaborative support of the network operation
| Peerto-peer interactions
I Transient associations
|

I Openness Nodes
P .4/A/



Wireless SystemS( cont 6d)

A Security challenges
| Easy eavesdropping and message injection

I Each and every node can disrupt the network
operation

I No monitoring facility
I Resource constraints
I Error-prone communication
| Hostile environments

I Nodes and applications tightly coupled to the
user and her physical environment
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Wireless SystemsS( cont 6d)
A A set of basic elements

Radio link establishment

Direct wireless Distance to other
communication reachable devices
Multi-hop Device localization and
communication own positioning

Application performance
measurable in the physical world
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Wireless Systems Security
A Tutorial outline

Anti-jamming techniques

Secure Neighbor Secure ranging
Discovery Distance bounding
Secure data Secure localization and
communication positioning

Vehicular Communicationst
transportation safety
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Wireless Communication (WCOM)

Device A

| Transmitter

Device C

| Transmitter

- Wireless medium
- Transmission

Device B

@Y Receiver |

A Transmissions over the same channel

that overlap (partially) in time:

/nterference : communication
degradation

Collision: the receiver cannot
successfully decode any signal
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Preventing WCOM

- Wireless medium
- Transmission

v V- Ml

Device A Device B

| Transmitter Receiver |

Jammer

‘ Transmitter Ij

Jamming: deliberate interference,
to prevent signal reception

I Over one or multiple channels
I Intermittently or continuously
I Varying transmission power

I Violation of regulations
14




Preventinq WCOM( cont 6d)
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Anti-Jamming Defense

A Robust antenna and receiver designs
I Withstand interference

A System diversity
I Multiple channels available
I Use each channel for a period of time
iThen, O6jumpd0 to another

I Assumption: the jammer is constrained

AE.g., out of n available channels, the jammer can
prevent communication (Jam) up to 7 <n channels
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Anti-Jamming Defense( cont 6d)

A Popular technologies operate with:

I Multiple channels, e.g., IEEE 802.11a/b/g/n,
IEEE 802.15.4

I Direct sequence spread spectrum, I.e., signals
occupy a wide spectrum

A Resilience depends (primarily) on:

I Pre-established knowledge (channel hopping
pattern, spreading codes)

I Spread spectrum communication parameters
I Jammer strength (jJammer to signal ratio)

17



Antl-Jamming Defense( cont 6d)

A Frequency hopping (FH): transmit over a part of
the available bandwidth for a short period of time

A

/Transmissions

Frequency

Time 18



Anti-Jamming Defense( cont 6d)

A FH patterns should be hard to determine
A Adaptive FH patterns

A Bootstrapping without pre -shared information?
I Uncoordinated Frequency Hopping

ARandom FH for both sender and receiver: the sender
hops much faster than the receiver

ATransmission of data fragments, from which the
receiver has to reconstruct the message

A Communication possible when both sender and
receiver are simultaneously at the same channel

M. Strasser C. Popper S, Capkun,and M. Cagal, nJammi n
resistant Key Establishment using Uncoordinated Frequency
Hopping,o | EEE S&P 2008
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Preventing WCOM(cont 6d)

A Bottom line: Jammer can overpower receivers
I Technology known to adversary
I Sufficiently high transmission power
I Sufficient proximity to victims

Swept jamming
interference

Hopping Signals

L

m-'ﬂp Forameso

Graphic by Tektronix




Preventing WCOM( cont 6d)

A Numerous examples of commercially
available devices

I Against WiFI, GSM, PCS, GPS, Bluetooth

A Applications in law enforcement, anti-
terrorism, military operations




Anti-Jamming Defense( cont 6d)

A Detect the location of the jammer and
remove It (physically)

I Determine the jamming signal direction from

multiple points E\
|
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|
z
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Impact of Jamming

A Presence of jammer C Wireless links dowrn
within its zone of influence
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Summary

A Jamming is a long-known problem
A Various technologies to increase resilience
A Detection of jammer location and removal

A Jamming = denial of service within a
region = wireless links down

I Selective and local erasure of messages
across the wireless medium by an adversary

A Additional reading:

R. A. Poisel AModern Communications
Techni Ariechslgusee, 2003
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Neighbor Discovery (ND)

A Neighbor Discovery (ND)

I A node discovers other nodes it can directly
communicate with
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Neighbor Discovery (ND) (cont 6d)

A B is neighbor of A if and only if it can receive
directly from A

A Link (A,B)is up & A is neighbor of B
A R\ Ry, i.e., (A,B) may be up while (B,A) is down



Neighbor Discovery (ND) (cont 6d)

Nel ghbor

A Simple, widely used solution, but not_ secure

A Easy to attack
I Mislead B that A Is its neighbor, when this is not the case
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Attacking ND

| 0 B Neighbor
List =
{ A1 C1

A Single adversary appears as multiple
neighbors
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Securing ND

(1) ng, B

(2) A, ny, Ng, B, SIgA(A, Ny, Ng, B), Certo (K, A)

A An attempt

I Message authenticity and replay protection
A n,, ng are nonces

i Bob essentially o6chall enges
message
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Attacking ND (cont 6d)

AidRel ay o or AWor mhol eo
I Simply relay any message, without any modification
A
B:
Neighbor

List = {A}

A



Attacking ND (cont 6d)

A Long-range relay / wormhole

I The attacker relays messages across large
distances

[Hello, 1 6my..a*Y .rHe”O 8

Lo’ *out-of-band or

private channel ;
B

B: Neighbor
List = {A}
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Attacking ND: Imp

ications

A Routing in multi

nop ad hoc networks
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Attacking ND: Implications ( cont 6d)

A Routing in multihop ad hoc networks
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Attacking ND: Implications ( cont 6d)

A Routing in multihop ad hoc networks
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Attacking ND: Implications ( cont 6d)

A RFID-based access control

e / —L |
. )|

ol oo

PN \

A Attacker close to the access-granting RFID tag

I Relays signals from and to her accomplice, who
obtains access

Z . Kfir and A. Wool , APIi cking vir-tu
| ess smartcard, o SEGURECOMM 0605
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Securing Two-Party ND

A Basic ideas
I Authentication
I Node-to-node distance estimation

i x>R C A: AP not neighbor
i Y<XR C B: AP neighbor
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Securing Two-Party ND(cont 6d)

A Use message time of-flight to measure
distance

I Distance Bounding [1]
I Temporal Packet Leashes [2]
I SECTOR [3]
A Use node location to measure distance
I Geographical Packet Leashes [2]

[ 1] S. Brands andbo®@un&€hagmpr dbDosbohar
2] Y.-C. Hu, A. Perri g, and D. B. Johnsc
wor mhol e attacks | IEEBMNFOEOMA 6§68 net wor K¢
[3] S. Capkun, L. Buttyan, and J.-P. Hubaux, NSECTOR: Sce
Node EncountersinMultth op Wi r el e s ACMNSASNVO B k s, O
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Securing Two-Party ND(cont 6d)

A Are these protocols [1,2,3] achieving
secure ND?

A Can any protocol, including and similar to
[1,2,3], which can measure time, solve
the secure ND problem?

A Is there any provably secure ND protocol?

A Note: Measurements can be *very*
accurate

None of the above protocols secures ND
No (secure) ND protocol that relies
on time measurements does

39




Traces and Events

ATrace 6 € © is a set of events

t1:Bcast(my) to:Receive(B,m2) ts:Neighbor(B,to)
[1

A
ast (ma2)
B

t3:Dcast(«, 3, m3)

t5: Receive(ms)

40



FeasibleTraces

A System execution: feasible trace
A Traces feasible with respect to:

- Setting S
®
O - Protocol P
Osp - Adversary A

41



Setting S

S = (nodes, x )

\ W/\

/-\O G

link : nodes® x Rso — {up, down}
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Trace @ Feasible wrt Setting S

ACausal and timely message exchange

v Receive(A;t; B,m) € 6, [t,t+ |m||: B—A A Bcast(B;t —t g;m) €8

fap — dz’st(jl,B)
A t: Receive( B, m) v i signal propagation speed
B

t —tap:Bcast(m)
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Trace @ Feasible wrt Setting S(cont/6d)

ACausal and timely message exchange

v Receive(A:t; B.m) € 0,
(A, BeV) A ([t,t+ |m]]: B—=A) A
(Becast(B:t —tag;m) €60 Y (inrange(B,a, 3, A) A
Dcast(B:t — t ;. 3.m) € 0))

vV Beast(A;t;m) €6, (A€V) A
(\?fB cV, [t +tap.t +1tap + ‘?’}'?.-H A—B =—
Receive(B;t +tsp; A,m) € )
_ dist(A,B)

YV Dcast(A:t;a, 3,m) € 0, (A€ Vi) N tap = v
(VB €V, (wnrange(A,a,3.B) A
[t +tap. T+ 1tap + ‘?’??.-H : A—l‘»B) —
Receive(B:t +tap: A,m) € )
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| ocal Trace

9 N Q‘A,t

t1: Bcast(myq) t4: Receive( B, ms) fr Neighbor(B. )

ML

t5:Receive(A,my) t3:Bcast(mo)
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Protocol P

ALocal view

T  Ol|lar = (A t.0|a4)

TL 0||a: = (A, t,loc(A).0|a+)
A Protocol

P : local view — set of actions

AActions
— Bcast(m)
— Neighbor(B. 1)

— €
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Trace 8 Feasible wrt Protocol

A Correct nodes follow the protocol

VA € Vi, V Bcast(A;t;m) e, Bcast(m) e P(0||a:)

VA € Ve, YV Neighbor(A;t; B,t") €6,
Neighbor(B,t") € P(0||a+)

VA e V., Yte X4, ecP(l|as), where
XA — R;‘;O \ St&ﬁ(@‘A A E),
E =A{t:Bcast(m) | m e M,t € Ryo} U
{t:Neighbor(B,t") | Be V. t,t' € Ry}
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Trace 6 Feasible wrt Adversary

A Adversarial nodes can only relay messages
with minimum delay Arelay > 0

t — & :Receive( B, m)

A —

t:Dcast(a, 3, m)

0 > A1relauy

ADenote the adversary as: Aa,..,

48



Neighbor Discovery Specification

Protocol P solves Neighbor Discovery for adversary A if

1) Discovered neighbors are actual neighbors

2) Itis possible to discover neighbors

NDL VS € X, VO € Ospa, VA B € V.
vV Neighbor(A;t; B, t") € 0, t': B—A

49



Neighbor Discovery Specification( cont 6 d)

Protocol P solves Two-Party Neighbor Discovery for
adversary A If
1) Discovered neighbors are actual neighbors

2) Itis possible to discover neighbors in the ND range R

A o< >0 B
dist(A, B) <R

ND2  x  d6 € Osp 4, Neighbor(A:t; B.t') € 0

50



T-protocol Impossibility

TheoremNo Fprotocol can solve
Neighbor Discovery for adverse Aa
If AJ:‘ela.}--' < %

Proof (sketch)

relay

Any Fprotocol Pthat satisfies ND2 cannot
satisfyND1

Observation: Physical proximity does not

necessarily imply correct nodes are able to
communicate directly

51



Results

A T-protocol ND impossibility (general case)
A T-protocol solving ND (restricted case)

A TL-protocol solving ND (general case)

M. Poturalski, P. P., and J-P.. Hubaux, nNSecur e N
Il n Wireless Networ ks: A F o rAQM | |
ASIACCS2008

M. Poturalski, P. P., and J-P. Hubaux, nSecure N
| s it P o0 ssREPORIZO®7-®04 | 200X
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Protocol P ¢R~/7L

A Challenge-Response/Timeand-Location
A B
f | = loc(B)

challenge | To—u
message B,w 5
‘ ’ t3 +A
b
response | 2 ——

message

1)
authenticator W
message

L-t-A = 2d(loc(4),)v’
\

Neighbor(4,B,1,)
Neighbor(B,4,t)
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ND Propertiesi Revisited( cont 6d)

A Correctness:

ND1 vS € Settings, 0 € Osp.a. VA, B,C € Vior, t, 1" € Ry,
Neighbor(A:;t; B,C,t') € § — t':: B—C

A Availability:

ND2R/TE WS e Settings,f € Osp,a. VA, B € Veor,t € Ro.
NDstart(A;¢; B) € 60 A [t,t+Tp]A—=B N nlos(A,B)=0
— Jty,t2 € [t,00),t' t" € [t,t + Tp].
Neighbor(A;t1; A, B,t') €6
A Neighbor(A;to; B, A, t") €6

T- ¢ protocol specific duration
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Protocol P¢~7Li cont 6d)

Theorem: Protocol ~A*L satisfies the
Neighbor Discovery Specification:

A Correctness (ND1)

A Availability (ND2SR~/TY

Under the assumptions:
. Any processing delay A, > 0

. Equality of maximum information propagation
speed and wireless channel propagation speed
Vagv = V

M. Poturalski, P. P., and J.-P . Hubaux, nTowar ds
nei ghbor discovery ACHKCO3MSE 2068s s

95
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Summary

A Secure Neighbor Discovery

I Prerequisite for secure networking protocols
and various applications, and system security

I Hard problem
I Proven secure solutions
I Implementation is not easy In practice
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Additional Readings

A Overview

P. P., M. Poturalski, P. Schaller, P. Lafourcade, D. Basin,

S. Capkun, and JP. Hubaux, "Secure Neighborhood Discovery: A
Fundamental Element for Mobile Ad Hoc Networking," IEEE
Communications Magazine, February 2008

A Implementation

R. Shokri, M. Poturalski, G. Ravot,P. P., and J-P.. Hubaux, n A
Cost Secure NeighborVerification Protocol for Wireless Sensor
Net wo AGVEWI®e¢ March 2009

A Early works relating to SND

J. Arkko, J. Kempf, B. Zill, and P. Nikander, SHctureNeighbor
Di scovery (SEND),o0o I ETF RFC 3971,

P.P.and Z. J. Ha a s , nSecure Link St a
WSAAN, January 2003
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Ranging / Distance Bounding

A Ranging
I A: Obtains d(A,B), an estimate of d, 5 the
actual A,B distance

A Distance bounding
i A: Obtains D(A,B), abound st. d, ;O D( A, B

59



Attacking Ranging / DB

A Ranging: A, B exchange a sequence of messages,
Including own measurements (e.g., times of arrival)

A The attacker, B, provides fake inputs, to manipulate
(shorten or lengthen) the ad(A,B) calculated by A

A Caution
I Authentication does not solve the problem
I Computation delays could dwarf measurements

60



Attack Implications
y < —

i |

sl | |
%}; il kT

|
/ T
1

A Manipulation of calculated distance
I lllegitimate physical space access
I Defeating a theft detection system

-

Safe Storage
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Attacklng Ranging /DB (cont 5d)

& Mafia Fraud
or Relay
Verifier Prover Attack
Distance
; Fraud
Verifier Dishonest Attack
Prover
| ; Terrorist
Fraud
Attack

Verifier Colluding Dishonest
= Prover



Securing Ranging/DB(cont 6d)

A Authenticated ranging can defeat relay
(mafia fraud) attacks

A To defeat the distance fraud attacks:

I Distance-related measurements based on
sufficiently fast and simple actions by the
honest prover

I A dishonest prover cannot perform the same
action faster than an honest prover

AA dishonest prover cannot appear closer to the
verifier than it actually is

63



Distance Bounding

P V
m; €r {0.1} a; €r {0,1}
commit(m|-- - |[ms)
4 Start of rapig_bit exchange (RBE) A
3 —a, % m, 3
S End of rapid bit exchange )

m o ar|Fi] - lak| G
(open commit), sign(m)

verify commit

m — a1 |Bi] - ok |k
verify sign{m)

S. Brands and D.-b@€badmpngnpretaacocks
i n Cryptology, EUROCRYPT 093
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Distance Bounding( cont 6d)

A Distance bounding [Brands & Chaum]
I Phase 1: Prover sends out a commitmentto a random

n-bit value
I Phase?2: Rapid Bit Exchange (RBE) the Verifier sends
1-bit challenges to Prover,

the corresponding bit of the comment

A At each RBE, the verifier measures the round-trip (V-P-
V) delay

I Phase 3: The Prover opens the commitment and the
Verifier calculates the distance bound (the maximum
of all RBEmeasured delays)

A Success of attack: 1/2"
I An attacker can only guess the 1-bit responses

65



Distance Bounding( cont 6d)

A Practical issues

I Short symbols over RF,for each 1-bit exchange
A High propagation speed
A Nanosecond time precision

I Lengthy RBE
A Increased security
A Higher delay

I Bit error(s)
A Likely across a wireless link (e.g., noise)

A Failure of the entire protocol (prob. ¥ to
respond correctly to a single corrupted bit)

66



Distance Bounding( cont 6d)

Verifier (RFID reader) Prover (RFID token)
Secret key /X Secret key i
Pseudorandom function v Pseudorandom function £
- VY _ )
Generate nonce Ny Calculate i({ K, Ny ). split

result into R”||R! and

Generate random bits : . .
place into shift registers:

ST
=0 10011@11.-—3?'3‘\
RSt =1 01110110 R!
=1 0011011
Cg __
Calculate k(K , Ny-) and R o 1 11101 1 0
split result into R”|| R
Compare received RE"‘ C, =0 1
with calculated ones .
R,E; n=] 0 4/

(C;) = 01001100 will return { RE“" ) = 11010111

G.Hanckea nd M. Kuhn, NAn RFI D Distanc
SecureComm 2005
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Distance Bounding(cont 6d)

P

Prover

private key T
public key y =I'(zx)

Bit Commitments
secret key k €gr K where K C {0,1}*
m = [logs(|K[})] . M= {0,..., m— 1}
e =E(x) € {0,1}*
foralliec M w,v €5 {0,1}*
forall i e M e, = commit(k[i], o)
forallic M ey, = commit{e[i], v;)

for all i € M

v
Verifier

(1)

Defense for terrorist
fraud attacks

I RBE tied to the
prover identification

Eike,1y: Clen)

Commitment Opening

Distance Bounding foralli=0.1,....m-1

(2)

i R {[], l}

by =k[i] ifd{a,)=0
by =eli] ifé(a:) =1

(3)

for all i & A th[-:{ﬂ:l}
iy ':l:r lfl-l:_-ﬂ-;:l =] |: [jf Ij.'::-I:I.-L] — 1)
Eke,x) < commit(by, v.) if (@) =0
Cien) ; ﬂﬂmmif’::b"::‘l-'::l if ﬂl:ﬂ-;:l =1
[BussardBagga04

Proof of know ledge

{E(Fz,::l-'r-'(nn.]}l:l{l{m I £ = EIl:I:l-':I

PR [(o, 3) iz = e, B) A = T ax]]




Distance Bounding(cont 6d)

Shared Information: Secret key s.

A B
( Prover ) ( Verifie l‘)
ra — {0,1}™ , Ds,rs g — 0, 1)™
ke — f(ﬁ IDAHITDBHIAHJ’B)
ID 4,1 .
co ks A -k~ f(s,IDA||IDg||ra||re)
c—k®sa—{01}"

For i=1 to n do:

- Start clock Af;
. i ooy =10 (3
B; — { ;: - _ - > Stop clock Af;
i y = Check [3;
End for
error

J. Reid, J. Nieto, T. Tang,and B.Senadji A Detecting rel ay

based protocols,o ACM ASI ACCS 2007
69
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Distance Bounding( cont 6d)

[KimAKSPOS8]

Check 1D via DE.

Compute Z°, Z1.

Compute err. := {1 : ¢; # ¢ },
erry i=f{i e = iAo F L7}
erre »= {1 : c; = i LAty > tiax b
If erre + erry +erry =T,

(2) then REJECT.

ta:= fz(NB)

ta

(3) | Compute and

compare t4

Reader Tag
(x, 11D) (1)
Pick a random N 4
N4
Pick a random Ng
a:= fz(Cp,NB)
79 = a.
ZV—aad
a.n'IrE

Start of rapid bit exchange
fori=1ton

Pick ¢; € {0, 1}
Start Clock i

) {ZE,ifc;:n

R I T |

Stop Clock ik

Store 7, Mty
End of rapid bit exchange

te = felcl,....ch,
ID Na, Ng)

tg.cy..ael,




Summary

[BrandsChaum93] Bold fonts : Design for resistance
- Mafia-resistant, 2"  to terrorist fraud attacks

[CapkunBHO3] [BussardBagga04]
- Mutual DB - Asymmetric crypto
- Proof of Knowledge
[HanckeKuhn05]
- Noise-tolerant, w/o noise % "
[CapkunHubaux06]
- No RBE
- Auth.ranging [MunillaOPO06] [ReidGNTS
- Void challenges, 3/5" - etric cgpto, SZ8
[SingleePreneel07] [W
- nownt, Yor \7/gn
[MunillaPeinado08] [Tléjll-DIgBEs 9%)671] X
- (1)Li<k> [AvoineTchamkerten09] ’ [KimAKSPOS]
7 =\ -HK %" Y n%:", memory cost N\ o
[MeadowsPPChS07]
T [NikovVauclairO8]

[SchallerSchBCO09] - Rapid Bitchunk Exchange
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Summary(cont é6d)

A Authenticated ranging resists external attacks
(mafia frauds)

A Distance bounding resists an isolated dishonest
prover (distance fraud)

A More recent protocols to defend against a
colluding prover (terrorist fraud)

A Additional reading

I Attacks by external adversaries at the physical layer:
Early Detect / Late Commit

J. Clul ow, G. Hancke, M. Kuhn, an
SoFar.DistanceBoundi ng Attacks i n Wi rel
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Environments, 0 ESAS 2007

[TuPiramuthu07] Y.-J. Tu and S. Piramuthu, ARFI D Distance Bound

RFID Technology 2007
74



ACM CCS 2009 Tutorial: Securing Wireless Systems

Secure Route Discovery

© 2009 P. Papadimitratos s




Route Dlscovery
..................................................................................... Intermedlate
)& D j nodes

Destination
node

F E

Route : Sequence of
- nodes (and edges);
A Stage 0: Neighbor dlscovery for simplicity:

A Stage 1: Route discovery (A, G, E)
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Attacking Route Discovery
a

A — |
RREQ:X' s

[ ooki ng| [ Or~

A Impersonation of the destination, for
example, in any reactive routing protocol




Attacking Route Discovery(cont 6d)

B G

RREP: |NnHop

/N

count | =/ \RREP: AHop

F)- H

[ oo ki n o

RREQ:xa\
f

A Disrupting distance vector routing (for example,
iIn AODV)
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Attacking Route Discovery(cont 6d)

A Caution: None of these protocols (DSR
AODV) was designed with security in mind

A Many possible ways to attack the route
discovery

A Outcome of attacks

I Control communication
ABecome part of utilized routes
AMonopolize resources

I Disrupt communication
ADegrade or deny
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Requirements

A We are interested in protocols that discover routes with
the following two properties:

(1) Loop -freedom : an (S,T)-route Is loop-free when it
has no repetitions of nodes

(2) Freshness . an (S,T)-route is fresh with respect to a
(t,t,) 1 nterval 1 f each of t he
up at some point during the (t ,,t,)

A Loop-freedom and freshness are relevant for both
explicit and implicit route discovery

P. P., Z.J. Haas, and J-P. Hubaux, "How to Specify and How to Prove

Correctness of Secure Routing Proto
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Secure Routing Protocol (SRP)

A Explicit basic route discovery

A Observation

T 1t |l s hard to 6knowd al l n o
establish associations with all of them

I Often infeasible and very costly

i Especially i n 6opend networ
A SRP assumptions

I Secure neighbor discovery

I Hop-by-hop authentication of all control traffic

IEnd nodes (source, destinat

A Can set up security associations

P. P. and Z.J. Haas, "Secure Routing for Mobile Ad Hoc Networks,"
CNDS 2002
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SRP(cont ad)

1 > 2 > 3 > 4
O O O O
S V, V, V,
Route Request( RREQ:
S T, Oseo Opr MAGKs 5 S T, Qseo Op)
broadcasts RREQ

oroadcasts RREQ{ V}};
oroadcasts RREQ{ V,, V.};
proadcasts RREQ{ V,, V., V3};

ANWN kK
AYNTREY
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SRP(contad)

1 2 3

Q < O < O < O <
S 8 V, [ V, £ A
Route Reply( RREPR.

@01{7-1 V1 V! |/_Z1 "S}’
MAGKs 7 Qp Qseo Th Vi Vo V3 9

Y

\I

V, : RREP
V,: RREP
V, . RREP
S : RREP

0 N O O1
|ﬂ<'\><(:o<

Y
Y
v
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Additional Readings

A Secure Explicit Routing

I Link State Routing

P. P. and Z.J. Haas, "Secure Link State Routing for Mobile Ad Hoc
Networks," IEEE WSAAN, Orlando, Florida, January 2003

I Reactive Route Discovery

I Ariadne

Y-C. Hu, A. Perrig, and D. -demdnad s c
routing protocol for ad hoc net\yv
I EndAir

G. Acs, L . Buttyan, and-demandVa | d &
source routing I n mobile ad hoc
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Additional ReadingS(cont 5d)

A Secure Implicit Routing

K. Sanzgiri, D. LaFlamme, B. Dahill, B. Levine, C. Shields, E. Belding
Royer, NnAuthenticated routing for

Y-C. Hu, D.B. Johnson, A. Perrig, Secure efficient distance vector
routing in mobile wireless ad hoc networks, IEEE WMCSA 2002

P. P. and Z.J. Haas, "Secure OnDemand Distance Vector Route
Di scovery I n Ad Hoc Networ ks, n | EI

A Secure Augmented Routing

I QoSaware routing

P. P. and Z.J. Haas, "Secure Route Discovery for QoSAware Routing in
Ad Hoc Networks," IEEE Sarnoff Symposium, 2005

A Overview

Chapter 7, L. Buttyan and J-P . Hubaux, ASecurity an
Wi reless Networ kso, 85Cambridge Press,



Attacking Routing - Revisited

A Tunneling Attack
I Two colluding attackers: M., M,

I M; encapsulates control traffic and forwards
to M, and vice versa

I Attackers seemingly follow the protocol with
respect to their neighbors

M;

M,

P. P. and Z.J. Haas, "Secure Routing for Mobile Ad Hoc Networks,"
CNDS 2002 -



Attacking Routing I Revisited( cont gd)

A Multiple Colluding Attackers

I M; and M, are seemingly correct to their
nei ghbors, but they 06o0om
functionality when handling packets from M,

I Example: M, relays RREQ and RREP packets
without appearing in the route discovery

M; M,
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Summary

A Route discovery is vulnerable

A Secure route discovery specification
I Loop freedom, Freshness
I Accuracy

A Secure basic and augmented route discovery in
open, dynamic networks

A Protocols rely on different trust assumptions

A Colluding adversarial nodes can subvert any
route discovery protocol
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Data Communication

Message
for E

%

90




Data Communication( cont 6d)
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Secure Data Communication

A Goal:

I Reliable and low-delay data delivery In
the presence of attackers that disrupt
the data communication

A Solution:

I Detect and avoid compromised and
failing routes

I Tolerate malicious and benign faults

Aln general, hard to distinguish in highly
dynamic networking environments
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Data Communication( cont 6d)

AWhat is the impact of the adversary
thhat ol i1 es | owd and
communication?

A
100%
>
: 35% messagg
. , delivery

Attacker Strength /

50% of the network
nodes attacking

Reliabilit
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Securing Data Communication

AUse multiple routes

Route 1
B D
Route 3
A C E
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Securing Data Communication( cont 6 d)

ADisperse data e
(1= 2 ="
2 =" 3 ==1
Introduce
= = — >+ redundancy
B | — —_—)
s < to the original
m-1z===+ n-2-==7  Message
(M==] ndEs
Original message ey




Securing Data Communication( cont 6 d)

e ADisperse data
Q =
3_1—_"? 3__:___3 - &
_:__
Reconstruct
message
If any m-out-of-n

/ pieces are intact
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Securing Data Communication( cont |6 d)

A Transmit simultaneously across the routes

Sending
n=3
E needs

Recelved
m pieces!
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Securing Data Communication( cont |6 d)

s

\
Route 1

&
° .'.

Route 2

Route 3

©

AGet feedback

Tell A which
pieces were
Intact
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Securing Data Communication( cont 6 d)

A Secure Message Transmission (SMT) protocol
I Dispersion of the transmitted data
I Simultaneous usage of multiple node-disjoint routes
| Data integrity and origin authentication
| End-to-end secure and robust feedback
I Adaptation to the network conditions

A Secure Single Path (SSP) protocol

I Discovery and utilization of a single route
I Endi tol end security and feedback

P.P. and Z.J. Haas, "Secure Data Communication in Mobile Ad Hoc
Networks," IEEE JSAC2006

P.P.and Z. J. Haas, NSecure Message Tr
Net wor k sNiSe,2008 M

P. P. and Z.J. Haas, "Secure Message Transmission in Mobile Ad Hoc
Networks," Ad Hoc Networks, 2003 99



Securing Data Communication( cont 6 d)

Nodes 50

Fraction of 10%, 20%, 30%, 40%, or 50% of the network nodes
Adversaries

Measurements 50 randomly seeded runs for each point

Security Bindings

Single destination per source

Simulated time

300 sec

Mobility Random waypoint; Pause times: 0, 20, 40, 60, 100,
150, 200, 250 seconds
Load 3,7, 15, 20 CBR flows, Data payload: 512 Bytes

Rates: 4, 10, 15, 20, 25, and 30 packets/sec

Coverage Area

1000m-by-1000m

PHY/MAC IEEE 802.11, DCF, 2 and 5.5 Mbps, 300m
Transport UDP /TCP
Tool OPNET
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Securing Data Communication( cont 6 d)

A Secure Message Transmission (SMT)
protocol

A Secure Single Path (SSP) protocol

A Secure route discovery for both protocols
I Explicit, basic
AReactive, Proactive
ASRP, SLSP

A Attack pattern
I Full compliance with the route discovery
I Discard ini transit data packets
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Securing Data Communication( cont |6 d)

A Reliable and RealiTime Communication in Hostile
Environments

Reliability

Secure Routing Only
Secure Routing + Secure Data Communication

/' 93% message
delivery
without

retransmissions

/‘ 35% message

delivery

Attacker Strength
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x 50% of the

network
nodes are
attacking







