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Wireless Systems

ÅWireless local area networks (WLANs)

Link to the Internet

Wireless 

Access 

Point
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Wireless Systems (contôd)

ÅWLANs, Personal Area (PANs), Ad hoc Networks

Illustration: Ericsson, ca. 2000
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Wireless Systems (contôd)

ÅRadio Frequency Identification (RFID)

Reading
signal

tagged 
object

ID Detailed
object

information

ÅWi-Fi and Bluetooth enabled devices

Back-end
databaseID
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Wireless Systems (contôd)

ÅSensor networks

Node photos: XBow
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Wireless Systems (contôd)

ÅTactical ad hoc networks

ïMilitary īSearch-and-rescue
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Wireless Systems (contôd)

ÅVehicular ad hoc networks (VANETs)

Illustration: C2C-CC
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Wireless Systems (contôd)

ÅAd hoc networks
ïLimited wireless communication range

ïCollaborative support of the network operation

ïPeer-to-peer interactions

ïTransient associations

ïOpenness Nodes

Links
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Wireless Systems (contôd)

ÅSecurity challenges

ïEasy eavesdropping and message injection

ïEach and every node can disrupt the network 
operation

ïNo monitoring facility

ïResource constraints

ïError-prone communication

ïHostile environments

ïNodes and applications tightly coupled to the 
user and her physical environment
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Wireless Systems (contôd)

Radio link establishment

Direct wireless 
communication

Multi-hop  
communication

Distance to other 
reachable devices

Device localization and 
own positioning

Application performance 
measurable in the physical world

ÅA set of basic elements
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Wireless Systems Security 

Anti-jamming techniques

Secure Neighbor 
Discovery

Secure data 
communication

Secure ranging
Distance bounding

Secure localization and 
positioning

Vehicular Communications ï
transportation safety

ÅTutorial outline
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Anti-Jamming Techniques
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Wireless Communication (WCOM)

Å Transmissions over the same channel 
that overlap (partially) in time:

ïInterference : communication 
degradation 

ïCollision : the receiver cannot 
successfully decode any signal

Transmitter Receiver

Device A Device B
- Wireless medium
- Transmission

Transmitter

Device C
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Preventing WCOM

Transmitter Receiver

Device A Device B
- Wireless medium
- Transmission

Transmitter

Jammer
Å Jamming: deliberate interference, 

to prevent signal reception

ïOver one or multiple channels

ïIntermittently or continuously

ïVarying transmission power

ïViolation of regulations
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Preventing WCOM (contôd)

Frequency
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o

w
e

r

Frequency
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Barrage jamming

Swept-spot 
jamming

Multi-spot 
jamming
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Anti-Jamming Defense

ÅRobust antenna and receiver designs

ïWithstand interference

ÅSystem diversity

ïMultiple channels available

ïUse each channel for a period of time

ïThen, ójumpô to another channel

ïAssumption: the jammer is constrained

ÅE.g., out of n available channels, the jammer can 
prevent communication (jam) up to t < n channels
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Anti-Jamming Defense (contôd)

ÅPopular technologies operate with:

ïMultiple channels, e.g., IEEE 802.11a/b/g/n, 
IEEE 802.15.4

ïDirect sequence spread spectrum, i.e., signals 
occupy a wide spectrum

ÅResilience depends (primarily) on:

ïPre-established knowledge (channel hopping 
pattern, spreading codes)

ïSpread spectrum communication parameters

ïJammer strength (jammer to signal ratio)
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Anti-Jamming Defense (contôd)
F
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Time

Transmissions

ÅFrequency hopping (FH): transmit over a part of 
the available bandwidth for a short period of time
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Anti-Jamming Defense (contôd)

ÅFH patterns should be hard to determine

ÅAdaptive FH patterns

ÅBootstrapping without pre -shared information?

ïUncoordinated Frequency Hopping

ÅRandom FH for both sender and receiver; the sender 
hops much faster than the receiver

ÅTransmission of data fragments, from which the 
receiver has to reconstruct the message

ÅCommunication possible when both sender and 
receiver are simultaneously at the same channel

M. Strasser, C. Pöpper, S, Capkun, and M. Cagalj, ñJamming-
resistant Key Establishment using Uncoordinated Frequency 
Hopping,ò IEEE S&P 2008
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Preventing WCOM (contôd)

ÅBottom line: Jammer can overpower receivers

ïTechnology known to adversary

ïSufficiently high transmission power

ïSufficient proximity to victims

Graphic by Tektronix
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Preventing WCOM (contôd)

ÅNumerous examples of commercially 
available devices 

ïAgainst WiFi, GSM, PCS, GPS, Bluetooth

ÅApplications in law enforcement, anti-
terrorism, military operations
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Anti-Jamming Defense (contôd)

ÅDetect the location of the jammer and 
remove it (physically)

ïDetermine the jamming signal direction from 
multiple points

Jammer
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Impact of Jamming

ÅPresence of jammer Č Wireless links down
within its zone of influence
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Summary

ÅJamming is a long-known problem

ÅVarious technologies to increase resilience

ÅDetection of jammer location and removal

ÅJamming = denial of service within a 
region = wireless links down

ïSelective and local erasure of messages 
across the wireless medium by an adversary

ÅAdditional reading: 

R. A. Poisel, ñModern Communications Jamming Principles and 

Techniques,ò Artech House, 2003
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Secure Neighbor Discovery
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Neighbor Discovery (ND)

ÅNeighbor Discovery (ND)

ïA node discovers other nodes it can directly 
communicate with

A

B

C

D
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Neighbor Discovery (ND) (contôd)

ÅB is neighbor of A if and only if it can receive 
directly from A

ÅLink (A,B) is up ė A is neighbor of B

ÅRAÍRB, i.e., (A,B) may be up while (B,A) is down

A

B

RA

RB
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Neighbor Discovery (ND) (contôd)

ÅSimple, widely used solution, but not secure
ÅEasy to attack
ïMislead B that A is its neighbor, when this is not the case

A B

ñHello, Iôm Aò

B: ñA is my neighborò;
ñA is added in my
Neighbor Listò
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Attacking ND 

ÅSingle adversary appears as multiple 
neighbors

M

ñHello, Iôm Aò

ñHello, Iôm Cò

ñHello, Iôm Zò B: Neighbor 
List = 
{A, C, é, Z}

é
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(2) A, n A, nB, B, SigA(A, nA,nB, B), CertCA(KA,A)

Securing ND

ÅAn attempt
ïMessage authenticity and replay protection
ÅnA, nB are nonces

ïBob essentially óchallengesô Alice to provide a óhelloô 
message

A B
(1) n B, B
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Attacking ND (contôd)

ÅñRelayò  or ñWormholeò Attack
ïSimply relay any message, without any modification

A
B: 

Neighbor 
List = {A}

M
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Attacking ND (contôd)

ÅLong-range relay / wormhole

ïThe attacker relays messages across large 
distances

out-of-band or 
private channel

B: Neighbor 
List = {A}

ñHello, Iôm Aò

ñHello, Iôm Aò ñHello, Iôm Aò

A

B

M1 M2
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Attacking ND: Implications

ÅRouting in multihop ad hoc networks
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Attacking ND: Implications (contôd)

ÅRouting in multihop ad hoc networks
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Attacking ND: Implications (contôd)

ÅRouting in multihop ad hoc networks
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Attacking ND: Implications (contôd)

ÅRFID-based access control

Z. Kfir and A. Wool, ñPicking virtual pockets using relay attacks on contact-
less smartcard,ò SECURECOMM ô05

ÅAttacker close to the access-granting RFID tag

ïRelays signals from and to her accomplice, who 
obtains access
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Securing Two-Party ND

ÅBasic ideas

ïAuthentication 

ïNode-to-node distance estimation

ïx>R Č A: AP not neighbor

ïY<R Č B: AP neighbor

AP
A

B
x

y

R
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Securing Two-Party ND (contôd)

ÅUse message time-of-flight to measure 
distance

ïDistance Bounding [1]

ïTemporal Packet Leashes [2]

ïSECTOR [3]

ÅUse node location to measure distance

ïGeographical Packet Leashes [2]

[1]  S. Brands and D. Chaum, ñDistance-bounding protocols,ò EUROCRYPT ó93
[2]  Y. -C. Hu, A. Perrig, and D. B. Johnson. ñPacket leashes: A defense against 
wormhole attacks in wireless networks,ò IEEE INFOCOM ó03
[3]  S. Capkun, L. Buttyan, and J.-P. Hubaux, ñSECTOR: Secure Tracking of 
Node Encounters in Multi-hop Wireless Networks,ò ACM SASN ó03
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Securing Two-Party ND(contôd)

ÅAre these protocols [1,2,3] achieving 
secure ND?

ÅCan any protocol, including and similar to 
[1,2,3], which can measure time, solve 
the secure ND problem?

ÅIs there any provably secure ND protocol?

ÅNote: Measurements can be *very* 
accurate

None of the above protocols secures ND
No (secure) ND protocol that relies 

on time measurements does
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Traces and Events

ÅTrace  is a set of events

A

B

C
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S

S,P

Feasible Traces

ÅSystem execution: feasible trace

ÅTraces feasible with respect to: 

- Setting S

- Protocol P

- Adversary A
S,P,A
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Setting S

{ A, B, C, D, E, F, G, H }

ΧΧΧ

H

A

C

B

D

G

FE



43

Trace Feasible wrt Setting S

ÅCausal and timely message exchange

A

B

v ïsignal propagation speed
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Trace Feasible wrt Setting S (contôd)

ÅCausal and timely message exchange
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Local Trace

A

B
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Protocol P

ÅActions

ÅLocal view

ÅProtocol



47

ÅCorrect nodes follow the protocol

Trace Feasible wrt Protocol
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Trace Feasible wrt Adversary 

ÅAdversarial nodes can only relay messages    

with minimum delay

ÅDenote the adversary as:  

A
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Neighbor Discovery Specification

1) Discovered neighbors are actual neighbors

2) It is possible to discover neighbors

Protocol P  solves Neighbor Discovery for adversary A  if
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Neighbor Discovery Specification (contôd)

1) Discovered neighbors are actual neighbors

2) It is possible to discover neighbors

Protocol P  solves Two-Party Neighbor Discovery for 
adversary A  if

in the ND range R

Χ
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T-protocol Impossibility

Theorem:No T-protocol can solve 
Neighbor Discovery for adversary                    
if                      .

Proof (sketch):

Any T-protocol P that satisfies ND2 cannot 
satisfy ND1

Observation: Physical proximity does not 
necessarily imply correct nodes are able to 
communicate directly
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Results

ÅT-protocol ND impossibility (general case)

ÅT-protocol solving ND (restricted case)

ÅTL-protocol solving ND (general case)

M. Poturalski, P. P., and J-P. Hubaux, ñSecure Neighbor Discovery 
in Wireless Networks: A Formal Investigation of Possibility,ò ACM 
ASIACCS 2008

M. Poturalski, P. P., and J-P. Hubaux, ñSecure Neighbor Discovery: 
Is it Possible?ò LCA-REPORT-2007-004, 2007



53

Protocol P CR/TL

challenge
message

response
message

authenticator
message

ÅChallenge-Response/Time-and-Location
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ND Properties ïRevisited (contôd)

ÅCorrectness:

ÅAvailability:

TPςprotocol specific duration
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Theorem: Protocol PCR/TL satisfies the 
Neighbor Discovery Specification:

Å Correctness (ND1)

Å Availability (ND2CR/TL)
Under the assumptions:

i. Any processing delay relay > 0

ii. Equality of maximum information propagation 
speed and wireless channel propagation speed 
vadv = v

Protocol P CR/TL (contôd)

M. Poturalski, P. P., and J.-P. Hubaux, ñTowards provable secure 
neighbor discovery in wireless networks,ò ACM CCS FMSE 2008
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Summary

ÅSecure Neighbor Discovery
ïPrerequisite for secure networking protocols 

and various applications, and system security

ïHard problem 

ïProven secure solutions

ïImplementation is not easy in practice
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Additional Readings

ÅOverview

ÅImplementation

ÅEarly works relating to SND

R. Shokri, M. Poturalski, G. Ravot, P. P., and J.-P. Hubaux, ñA Low-
Cost Secure Neighbor Verification Protocol for Wireless Sensor 
Networks,ò ACM WiSec, March 2009

P. P., M. Poturalski, P. Schaller, P. Lafourcade, D. Basin, 
S. Capkun, and J-P. Hubaux, "Secure Neighborhood Discovery: A 
Fundamental Element for Mobile Ad Hoc Networking," IEEE 
Communications Magazine, February 2008

J. Arkko, J. Kempf, B. Zill, and P. Nikander, ñSEcureNeighbor    
Discovery (SEND),ò IETF RFC 3971, March 2005

P. P. and Z.J. Haas, ñSecure Link State Routing Protocolò, IEEE 
WSAAN, January 2003
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Secure Ranging / Distance Bounding
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Ranging / Distance Bounding

ÅRanging 

ïA: Obtains d(A,B), an estimate of dA,B, the 
actual A,B distance

ÅDistance bounding 

ïA: Obtains D(A,B), a bound s.t. dA,BÒ D(A,B) 

A Bé
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Attacking Ranging / DB 

ÅRanging: A, B exchange a sequence of messages, 
including own measurements (e.g., times of arrival)

ÅThe attacker, B, provides fake inputs, to manipulate 
(shorten or lengthen) the d(A,B) calculated by A

ÅCaution

ïAuthentication does not solve the problem

ïComputation delays could dwarf measurements

A Bé



61

Attack Implications

ÅManipulation of calculated distance

ïIllegitimate physical space access

ïDefeating a theft detection system

Safe Storage



62

Attacking Ranging / DB (contôd)

Verifier Prover

...

Dishonest 
Prover

...

Verifier

Verifier Colluding Dishonest
Prover

...

... ...

Mafia Fraud 
or Relay
Attack

Distance 
Fraud
Attack

Terrorist 
Fraud
Attack
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Securing Ranging / DB (contôd)

ÅAuthenticated ranging can defeat relay 
(mafia fraud) attacks

ÅTo defeat the distance fraud attacks:

ïDistance-related measurements based on 
sufficiently fast and simple actions by the 
honest prover

ïA dishonest prover cannot perform the same 
action faster than an honest prover

ÅA dishonest prover cannot appear closer to the 
verifier than it actually is
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Distance Bounding

S. Brands and D. Chaum, ñDistance-bounding protocols,ò Advances
in Cryptology, EUROCRYPT ô93

(RBE)
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Distance Bounding (contôd)

ÅDistance bounding [Brands & Chaum]

ïPhase 1: Prover sends out a commitment to a random 
n-bit value

ïPhase2: Rapid Bit Exchange (RBE); the Verifier sends 
1-bit challenges to Prover, which then XORôs this with 
the corresponding bit of the comment

Å At each RBE, the verifier measures the round-trip (V-P-
V) delay

ï Phase 3: The Prover opens the commitment and the 
Verifier calculates the distance bound (the maximum 
of all RBE-measured delays)

ÅSuccess of attack: 1/2n

ïAn attacker can only guess the 1-bit responses
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Distance Bounding (contôd)

ÅPractical issues

ïShort symbols over RF,for each 1-bit exchange

ÅHigh propagation speed

ÅNanosecond time precision

ïLengthy RBE 

ÅIncreased security 

ÅHigher delay

ïBit error(s) 

ÅLikely across a wireless link (e.g., noise)

ÅFailure of the entire protocol (prob. ½ to 
respond correctly to a single corrupted bit)
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Distance Bounding (contôd)

G. Hanckeand M. Kuhn, ñAn RFID Distance Bounding Protocol,ò 
SecureComm 2005



68

Distance Bounding (contôd)

(1)

(2)

(3)

Defense for terrorist
fraud attacks

ïRBE tied to the 
prover identification

[BussardBagga04]
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Distance Bounding (contôd)

J. Reid, J. Nieto, T. Tang, and B. Senadji, ñDetecting relay attacks with timing-
based protocols,ò ACM ASIACCS 2007



70

Distance Bounding (contôd)

[KimAKSP08]

(1)

(2)

(3)
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[Piramuthu07] 
- 7/8n

[BrandsChaum93]
- Mafia-resistant,  ½ n

[CapkunBH03]
- Mutual DB

[BussardBagga04]
- Asymmetric crypto
- Proof of Knowledge

[HanckeKuhn05]
- Noise-tolerant, w/o noise ¾ n

[ReidGNTS06]
- Symmetric crypto, ¾ n

[MeadowsPPChS07]

[TuPiramuthu07]
- 4-RBEs, 9/16n

[KimAKSP08]
- 1/2n

Bold fonts : Design for resistance 
to terrorist fraud attacks

[MunillaOP06]
- Void challenges,  3/5n

[SingleePreneel07]
- noise-tolerant,  ½ n

[NikovVauclair08]
- Rapid Bit-chunk Exchange

[MunillaPeinado08]
- [AvoineTchamkerten09]

- HK ¾n Ÿ n½ n, memory cost

[SchallerSchBC09]

Summary

[CapkunHubaux06]
- No RBE
- Auth.ranging
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Summary (contôd)

ÅAuthenticated ranging resists external attacks 
(mafia frauds)

ÅDistance bounding resists an isolated dishonest 
prover (distance fraud)

ÅMore recent protocols to defend against a 
colluding prover (terrorist fraud)

ÅAdditional reading

ïAttacks by external adversaries at the physical layer: 
Early Detect / Late Commit

J. Clulow, G. Hancke, M. Kuhn, and T. Moore, ñSo Near and Yet   
So Far: Distance-Bounding Attacks in Wireless Networks,ò ESAS 2006
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Route Discovery

ÅStage 0: Neighbor discovery

ÅStage 1: Route discovery

G

F

B

C E

D

A

H Route : Sequence of 
nodes (and edges); 
for simplicity: 
(A, G, E) 

Source
node

Destination
node

Intermediate
nodes
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E

F

B

C H

G

A

D

RREP: ñI am Hò

RREQ: ñA is 
looking for Hò

Attacking Route Discovery

ÅImpersonation of the destination, for 
example, in any reactive routing protocol
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Attacking Route Discovery (contôd)

ÅDisrupting distance vector routing (for example, 
in AODV)

E

F

B

C H

G

A

D

RREP: ñHop count = 3ò

RREQ: ñA is 
looking for Hò

RREP: ñHop 
count = 2ò
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Attacking Route Discovery (contôd)

ÅCaution: None of these protocols (DSR, 
AODV) was designed with security in mind

ÅMany possible ways to attack the route 
discovery

ÅOutcome of attacks 
ïControl communication
ÅBecome part of utilized routes 

ÅMonopolize resources

ïDisrupt communication
ÅDegrade or deny
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Requirements

ÅWe are interested in protocols that discover routes with 
the following two properties:

(1) Loop -freedom : an (S,T)-route is loop-free when it 
has no repetitions of nodes

(2) Freshness : an (S,T)-route is fresh with respect to a 
(t1,t2) interval if each of the routeôs constituent links is 
up at some point during the (t 1,t2) 

ÅLoop-freedom and freshness are relevant for both 
explicit and implicit route discovery

P. P., Z.J. Haas, and J.-P. Hubaux, "How to Specify and How to Prove 
Correctness of Secure Routing Protocols for MANET," BroadNetsô06
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Secure Routing Protocol (SRP)

ÅExplicit basic route discovery

ÅObservation

ïIt is hard to óknowô all nodes in the network, i.e., 
establish associations with all of them

ïOften infeasible and very costly

ïEspecially in óopenô networks

ÅSRP assumptions 

ïSecure neighbor discovery

ïHop-by-hop authentication of all control traffic

ïEnd nodes (source, destination) óknowô each other

ÅCan set up security associations

P. P. and Z.J. Haas, "Secure Routing for Mobile Ad Hoc Networks," 
CNDS 2002 
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SRP (contôd)

S V1 V3
V2 T

Route Request(RREQ): 
S, T, QSEQ, QID, MAC(KS,T, S, T, QSEQ, QID)

1.S broadcasts RREQ;
2.V1 broadcasts RREQ, { V1}; 
3.V2 broadcasts RREQ, { V1, V2};
4.V3 broadcasts RREQ, { V1, V2, V3};

1 2 3 4
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SRP (contôd)

Route Reply (RREP): 
QID, { T, V3, V2, V1, S},
MAC(KS,T, QID, QSEQ, T, V3, V2, V1, S)

5. TŸ V3 : RREP;
6. V3 Ÿ V2 : RREP;
7. V2 Ÿ V1 : RREP;
8. V1Ÿ S : RREP;

S V1 V3
V2 T

1 2 3 4

8 7 6 5
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Additional Readings

ÅSecure Explicit Routing
ïLink State Routing

ïReactive Route Discovery

ïAriadne

ïEndAir

P. P. and Z.J. Haas, "Secure Link State Routing for Mobile Ad Hoc 
Networks," IEEE WSAAN, Orlando, Florida, January 2003

Y.-C. Hu, A. Perrig, and D. Johnson, òAriadne: A secure on-demand 
routing protocol for ad hoc networks,ò Wireless Networks, 2005

G. Acs, L. Buttyan, and I. Vajda, ñProvably secure on-demand 
source routing in mobile ad hoc networks,ò IEE TMC, 2006
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Additional Readings (contôd)

ÅSecure Implicit Routing 

ÅSecure Augmented Routing
ïQoS-aware routing 

ÅOverview
Chapter 7, L. Buttyan and J.-P. Hubaux, ñSecurity and Cooperation in 
Wireless Networksò, Cambridge Press, 2008

P. P. and Z.J. Haas, "Secure Route Discovery for QoS-Aware Routing in 
Ad Hoc Networks," IEEE Sarnoff Symposium, 2005

K. Sanzgiri, D. LaFlamme, B. Dahill, B. Levine, C. Shields, E. Belding-
Royer, ñAuthenticated routing for ad hoc networks,ò IEEE JSAC 2005

Y.-C. Hu, D.B. Johnson, A. Perrig, Secure efficient distance vector 
routing in mobile wireless ad hoc networks, IEEE WMCSA 2002

P. P. and Z.J. Haas, "Secure On-Demand Distance Vector Route 
Discovery in Ad Hoc Networks,ñ IEEE Sarnoff Symposium, 2005 



86

Attacking Routing - Revisited

ÅTunneling Attack
ïTwo colluding attackers: M1, M2

ïM1 encapsulates control traffic and forwards 
to M2 and vice versa

ïAttackers seemingly follow the protocol with 
respect to their neighbors

S

T

M1

M2

P. P. and Z.J. Haas, "Secure Routing for Mobile Ad Hoc Networks," 
CNDS 2002 
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Attacking Routing ïRevisited (contôd)

ÅMultiple Colluding Attackers

ïM1 and M3 are seemingly correct to their 
neighbors, but they óomitô protocol 
functionality when handling packets from M 2

ïExample: M2 relays RREQ and RREP packets 
without appearing in the route discovery

VôV
S

M1 M2
M3

T



88

Summary

ÅRoute discovery is vulnerable

ÅSecure route discovery specification
ïLoop freedom, Freshness

ïAccuracy

ÅSecure basic and augmented route discovery in 
open, dynamic networks

ÅProtocols rely on different trust assumptions

ÅColluding adversarial nodes can subvert any 
route discovery protocol; ótunneling attackô
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Secure Data Communication
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Data Communication

G

F

B

C E

D

H

Message 
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Data Communication (contôd)
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Secure Data Communication

ÅGoal:

ïReliable and low-delay data delivery in 
the presence of attackers that disrupt 
the data communication

ÅSolution:
ïDetect and avoid compromised and 

failing routes

ïTolerate malicious and benign faults
ÅIn general, hard to distinguish in highly 

dynamic networking environments
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Data Communication (contôd)

ÅWhat is the impact of the adversary 
that ólies lowô and disrupts only the data 
communication?

Attacker Strength

R
e

lia
b

ili
ty

50% of the network 

nodes attacking

35% message 
delivery

100%



94

Securing Data Communication
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ÅUse multiple routes
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Securing Data Communication (contôd)

ÅDisperse data
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Securing Data Communication (contôd)

ÅDisperse data
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Securing Data Communication (contôd)

ÅTransmit simultaneously across the routes
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Securing Data Communication (contôd)

ÅGet feedback
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Securing Data Communication (contôd)

ÅSecure Message Transmission (SMT) protocol
ïDispersion of the transmitted data

ïSimultaneous usage of multiple node-disjoint routes

ïData integrity and origin authentication

ïEnd-to-end secure and robust feedback

ïAdaptation to the network conditions

ÅSecure Single Path (SSP) protocol
ïDiscovery and utilization of a single route

ïEndïtoïend security and feedback

P. P. and Z.J. Haas, "Secure Data Communication in Mobile Ad Hoc 
Networks," IEEE JSAC, 2006

P. P. and Z.J. Haas, ñSecure Message Transmission in Mobile Ad Hoc 
Networks,ò ACM WiSe, 2003 

P. P. and Z.J. Haas, "Secure Message Transmission in Mobile Ad Hoc 
Networks," Ad Hoc Networks, 2003
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Securing Data Communication (contôd)

Nodes 50

Fraction of 
Adversaries

10%, 20%, 30%, 40%, or 50% of the network nodes

Measurements 50 randomly seeded runs for each point

Security Bindings Single destination per source

Simulated time 300 sec

Mobility Random waypoint; Pause times:  0, 20, 40, 60, 100, 
150, 200, 250 seconds

Load 3, 7, 15, 20 CBR flows, Data payload: 512 Bytes

Rates: 4, 10, 15, 20, 25, and 30 packets/sec

Coverage Area 1000m-by-1000m 

PHY/MAC IEEE 802.11, DCF, 2 and 5.5 Mbps, 300m

Transport UDP / TCP

Tool OPNET
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Securing Data Communication (contôd)

ÅSecure Message Transmission (SMT) 
protocol

ÅSecure Single Path (SSP) protocol

ÅSecure route discovery for both protocols
ïExplicit, basic
ÅReactive, Proactive

ÅSRP, SLSP

ÅAttack pattern
ïFull compliance with the route discovery

ïDiscard inïtransit data packets



102

Secure Routing Only
Secure Routing + Secure Data Communication

Attacker Strength

R
e

lia
b

ili
ty

50% of the 

network 

nodes are 

attacking

35% message 

delivery

93% message 

delivery

without

retransmissions

Securing Data Communication (contôd)

ÅReliable and Real-Time Communication in Hostile 
Environments




